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GATE]S GUARD YOUR GOOD CHEER FROM HOLIDAY SCAMS (16 DECEMBER 2025)

ANALYSIS = RESILIENCE = OPERATIONS

Bottom Line Up Front (BLUF).

e Like the Grinch who stole Christmas, cybercriminals long for this time of year, to steal money and information from
those of good cheer.

e Holidays are a great time of year to remind less security-minded and threat aware family and friends — from our
children to our elderly neighbors and everyone in between — about the scams and why miscreants target them all
year long.

e According to Malwarebytes, holiday scams are a daily occurrence hitting 27% of people on social media and 15%
on marketplaces each day.

e Mastercard reports that nearly half of consumers admit they are likely to ignore security warnings if the item is
deeply discounted.

e To guard your good cheer from grinches, verify before you buy, shop from secure devices, keep an eye on your
bank/credit card accounts, and remind older loved ones to be vigilant all year long.

Overview. With holiday shopping season comes holiday shopping scams. As the holiday shopping season is underway,
we’d like to take this opportunity to share a reminder about being extra vigilant of those “too good to be true” and other
scams and spam attempting to hustle and bustle our better judgement. Shopping scams come in multiple forms. From
suspicious sites, phishing emails, or malicious ads offering items at “inconceivable” discounts, to fake delivery notifications
threatening you’ll miss that important holiday delivery. One of the top holiday shopping threats comes from scammers
impersonating big name brands.

An aside on older adults. Holidays notwithstanding. When it comes to online scams overall, according to the FBI’s 2024
Internet Crime Report, people over the age of 60 suffered the most losses and submitted the greatest number of
complaints. Likewise, National Cybersecurity Alliance (NCA) research reveals that while younger people are often more
likely to fall victim to scams, older adults tend to lose more money when they're scammed. Miscreants prey on older
people by exploiting their trust and politeness, challenge to keep up with technology, financial stability (and a big
retirement savings), and isolation. We all have a responsibility for keeping our older loved ones safe as many of them are
just trying to navigate a digital world they don’t understand — and scammers want to keep it that way.

Adding insult to injury. As with everything, Al is making it even more difficult for all of us (young and old alike) to discern
the scams from legitimate deals and authentic brands. Al-generated deepfake videos are flooding feeds on social media.
For example, ZeroFox reported a deepfake video on Instagram of a CEO from a Fortune 500 retailer “announcing” a new
mobile shopping app with an exclusive pre-Black Friday discount. Thousands downloaded what appeared to be an official
product launch. Instead, they installed malware designed to harvest credentials and payment data. Of course, the CEO
never recorded those videos — they were crafted from publicly available content and amplified across platforms by
automatic bot-driven campaigns.

Additional Background.
e Keep scammers out of your stockings this holiday season
o  Why Do Scammers Target Older Adults?
e New Malwarebytes Research Reveals Social Media and Marketplaces Are Hotbeds for Holiday Scams
e Holiday scams 2025: These common shopping habits make you the easiest target
e Chinese gangs made over S1 billion targeting Americans with scam texts
e Black Friday Beware: Al-Powered Phishing Scams Targeting Holiday Shoppers
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https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://www.mastercard.com/us/en/news-and-trends/stories/2025/holiday-shopping-scams-cybersecurity-tips.html
https://www.staysafeonline.org/articles/why-do-scammers-target-older-adults
https://www.malwarebytes.com/press/2025/11/20/daily-scams-hit-27-of-people-on-social-media-and-15-on-marketplaces
https://www.malwarebytes.com/blog/uncategorized/2025/11/holiday-scams-2025-these-common-shopping-habits-make-you-the-easiest-target
https://www.malwarebytes.com/blog/news/2025/10/chinese-gangs-made-over-1-billion-targeting-americans-with-scam-texts
https://www.zerofox.com/blog/black-friday-beware-ai-powered-phishing-scams-targeting-holiday-shoppers/
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Criminals Use Generative Artificial Intelligence to Facilitate Financial Fraud
FBI 2024 Internet Crime Report

Discussion. Consider some of the most enduring scams to hang over us during the holidays.

Don't be duped by deceptive delivery scams. Additionally, while you may expect lots of deliveries, don’t be fooled
by fake delivery scams, especially ones impersonating USPS asking you to pay a fee to have your delivery
processed. Fake USPS delivery scams are very common — Malwarebytes cites the $1 billion text message scam
industry is booming with fake delivery updates from UPS, USPS, and others.

Don’t be faked out by fake ads. No brand is safe from fake advertisements. Since fake ads are often difficult to
discern from real ads, it’s best to avoid clicking on sponsored ads at all. Instead, navigate directly to the site of
interest yourself.

Be on-guard from gift card scams. Don’t be caught off-guard by holiday bonus gift card scams — while your boss
may be particularly generous this time of year, they are not likely to email or text you with an urgent request for
you to run out and get a bunch of gift cards and send them the information (codes, barcodes, PINs, etc.).

Resilience Recommendations and Resources.
To stay safe and secure this holiday season, remember to:

Verify before you buy. Fraudulent ads, websites, apps, and counterfeit products can be difficult to spot. Take time
to read credible/legitimate reviews before visiting an unfamiliar site. Search for credible online reviews. Review
the website's URL for misspellings or other errors. Examine the URL with Google's Transparency Report tool.
Shop from a secure device (with a trusted connection). Use strong passwords, update your software, and turn on
multi-factor authentication (MFA). If you can’t use your phone’s broadband connection, don’t buy until you get
home to a trusted Wi-Fi — never provide financial information when using public Wi-Fi.

Pay securely. Ifyou are able, use a single credit card as opposed to your debit card for online purchases, preferably
a card with a low credit limit that you can more easily track your transactions. Alternatively, consider using
platforms like PayPal, Google, Apple Pay, Meta Pay, or others to help to keep bank details from being stolen. Also,
don’t save payment details on the website.

Watch your account. Check your account statements frequently, especially during the holidays.

Look out for older loved ones. Just as we regularly check in on older adults’” physical and emotional well-being,
also check in to ensure they’re staying safe from online scams and digital threats.
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homeland security community. Join the GRIP!

Understand the Threats.
Assess the Risks.

Take Action.
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https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://www.ic3.gov/PSA/2024/PSA241203
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://transparencyreport.google.com/safe-browsing/search
http://www.gate15.global/
https://gate15.global/enhancedintelsolutions/
https://gate15.global/enhancedintelsolutions/

LUHRFY | Gate 15 TARGET

Learn more about Gate 15!
e Check out our Ransomware Resilience page and learn about our all-hazards resilience activities including
planning, training, and exercises and post-incident reviews from active shooter to cybersecurity.
e Was this report shared with you? Learn more about subscribing to the GRIP and getting this delivered daily,
as well as our other enhanced intel solutions.
e Ready for help with your planning, exercises or other needs? Contact Alyssa Carlson today to learn more
about how Gate 15 can help you!

Enjoy our podcasts! Read more about Gate 15°s full podcast menu at our Podcast page. You can subscribe and
enjoy all the Gate 15 Podcasts on Spotify for Podcasters, Apple, Spotify, as well as other locations accessible from
the Spotify for Podcasters link.
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https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://gate15.global/about-us/
https://gate15.global/blog/ransomware/
https://gate15.global/services/resilience/
https://gate15.global/enhancedintelsolutions/
mailto:alyssa@gate15.global
https://gate15.global/podcasts/
https://podcasters.spotify.com/pod/show/gate15/
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